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|ntroduction to ddd



ddd

ddd standsfor the Data Display Debugger
ddd isa graphical environment that resides on top of gdb
Werecall that gdb isthe GNU Source L evel Debugger

Like gdb ddd supports debugging of several languages
including C, C++, JAVA, and PERL

Our focus hereison C and C++ and in fact some of the
featur es that we may mention are not fully supported in
JAVA

Developed in Ger many

These notesare current asof version 3.1.2



On-line Resources for ddd

http://ww. cs-tu-bs. de/ softech/ ddd/

ddd supportsa guest book for you to provide humorous stories
on there Web Page

Downloadable executables
Tutorials

ps copy of the manual



| nvoking ddd

We have to compile our program with the -g option

ddd
« Hereweinvokejust ddd

ddd nyprogram
e Hereweload our executablein

ddd nmyprogram core
« Hereweload our executable and the associated corefile

ddd nvprogram 666
« Hereweload our program and the associated processid




ddd and the Inferior Debugger

gdb istheimplicit inferior debugger on our vanilla ddd
launch we can launch with other explicit inferior debuggers

ddd --qgdb nyproqram

ddd - -dbx nyprogram

ddd - -xdb _nyprogram

ddd --jdb nycl ass




Theddd Main Windows
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char name[30]; //stores the patient’s name
char ID[15]; fistores the patient”s SSH
char address[40];//stores the patient’s address
char city[20]; fistores the patient’s city
@ char state[20]; // stores the state Undlo | Feda
char zip_code[12];// stores the zip code Edit | Make
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Dymp of assembler code from 0x80489b9 to 0x8048ah3:
Dx0048909 <maintd>: movl  $0=0,0xFFEFFFEC(Sabn)

0%80489¢3 <main+19:: mov]  $0x0,0xfFEFFF70(%ebn)
0x%80489cd <main+29:: movl  $0x0,0xFFFFFFEa(%ebn)
0x80489d7 <main+39s: pushl  $0x8048840

DOD 3.1.4 (i586—pc—Tinux—gnul, by Dorothea Litkehaus and Andreas Zeller.
Copyright @ 1993 Techmsche Universitat Braunschweig, Germany.

(gdb) break labi._cpp:

%real;pmnt 1 at D><80489b9 file Tab1l.cpp. Tine 15.

adb

4 Breakpoint 1 at 0x80489b3: file lab1.cpp, line 15.
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The Data Window wher e the current state of the debugged
program is shown

The Source Window wher e the current source code of the
debugged program is shown

The Debugger Console acceptsthe debugger commands and
shows debugger messages



ddd Optional Windows

« Command Tool
« Buttonsfor frequently used commands
» Usually placed on the sour ce window

« Machine Code Window
* Showsthe machine code
» Usually placed beneath the current source

« Execution Window
« Showstheinput and output of the debugged program



The Command T ool
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e Setting arguments

Key in the arguments manually

Paste current selection into the field using mouse button
2

» Clear by clicking on () label
Select an item form the sour ce or data window

Select a previoudy used argument from the drop-down
menu at theright of the argument field



Getting Help

Button Tips
 Thesework just likein MSWindows

StatusLine
» Displaysinformation about the currently selected item
» Clicking here displaysthe most recently selected item

Context-Sensitive Help
« Help available on any visible ddd item
e Point at item and pressF1

ddd dialogs
» All of these contain help buttons

Help on debugger commands
« Enter help at the debugger prompt

If you are stuck
» Execute commands Help-->What Now?
 What Now iscommand in the Help menu
« Ctrl+F1



Undoing Commands

Virtually all ddd commands can be undone

Edit--->Undo

Undo button

Edit--->Redo




Opening Files
& DDD: Open Program "

Filter

Fhome/JsolkasCPP s+

Directories Files

1omefjsolkasCPPY. ahl
fomefjsolkal/CPPY..
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Program

| Shome/d501kasCRRS

JDB
« File--->Open Class
Re-open arecently debugged program
* File--->Open Recent
CoreDump
* File--->Open Program
* File--->Open Core Program

Note if the program isrecompiled then the
sourceisreloaded




L ooking Up Items

e Methodl
 Click with mouse button 1 on thefunction or vaiable
name

 Nameiscopied to the argument field
e Click L ookup() button

e Method2

Press mouse button 3 on the function name and salect
L ookup from the sour ce popup menu

e Method 3

« Double-click on afunction call to lookup the function
definition



Sour ce Popup Menu

Print address
Display address

Print *address
Display *address

What is address

Lookup address
Break at address

Clear at address




Textual Search

e Method 1
o Click with mouse button 1 on theitem that you wish to
search for in the sour ce window ---> Click on Find>>()
button to find next occurrence and Find<<() button to
find the previous occurrences

e Method2

« Enter theitem in the argument field and click on one of
the Find buttons



A Closar Look at the Sour ce
Window

&. < DDD: momefjsolkafCPPAabl cpp OO
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g char state[20]; f7 stores the state
char zip_code[12]:// stores the 2ip code
double amount_due=0; ffstores the patient’s bill
int choice = 0; /ffstores the menu choice
char enter[1]; /fresponce to continue J

ff**************Greeting Header**********************;f

cout << endl;

cout << "Welcome to Sister Toan Hospital Databasehn":

cout << "Written by Beth Solka.wn";

cout << "This database will store patient information.hn":

coyt << "It will bill the patient and print out information.’n";

eror) cout << "Press enter to continue.in":
P cin.getline{enter,1,’\n’'3;
ff***********#************Menu Header**#***************ff f
0x8048a40 <main+idd:: add] $0x8,%esp A
B 020048243 <maint147: pushl  $0ua
0x8048a45 <main+149:: pushl  $0x1
0xB8048a47 <main+151>: leal Oxffffffe7(%ebp),%eax =
0x8048add <main+157>: pushl  %eax
0x8048ade <main+i5g:: pushl  $0=804a228
0x8048a53 <main+1B3: call 0x80488b0 <istream::qetlinelchar *, int, ]
A
Breakpoint 2, main () at labi.cpp:28
{gdb)} next
Press enter ta continue.
{gdbl ;

‘h‘ml_

4 Press enter to continue.




Breakpoints

Thisis one of the most important featur es of debugging

It of courseallowsusto stop execution of a program at a
particular location

We will discuss numerouswaysto set these breakpoints



Setting Breakpoints by L ocation

Method 1

 Click with mouse button 1 on theleft of the sourceline
and then on the Break at () button

Method 2

* Press mouse button 3 on theleft of the sourceline and
select the Set Breakpoint item from the popup menu

Method 3

 Double-click on theleft of the sourcelineto st a
breakpoint

Method 4
 Sdect Source--->Edit Breakpoint
 Click on the Break button and enter the location




A Closer Look at the Line Popup
Menu

set Breakpoint
32t Temporary Breakpoint
Continue Until Here

aet Execution Position

Breakpointsareindicated asa plain stop sign or as#n#

A grayed out stop sign or _n_indicates a disabled
breakpoint

?n? indicates a conditional breakpoint or a breakpoint with
an ignore count set



Bugtraq on Stop Signs

« Some Motif versonsfail to display the stop signs correctly
« Edit SHOME/.ddd/init
e Insert
« Ddd*cacheGlyphl mages: off
 Restart ddd



Setting Breakpoints By Name

e Method 1
e Click with mouse button 1 on the function name
* Function nameis copied to the argument field
» Click on the Break at () button to set the breakpoint

here
e Method 2
* Press mouse button 3 on the function name and select
break
e Method 3

 Click New from the Breakpoint editor
* Invoked from Sour ce --->Breakpoints
 Enter thefunction name




Setting Regexp Breakpoints

 Thisallowsusto set breakpointson all functionsthat match
agiven string
« Break at () --->Set Breakpoints at Regexp()

o Setsbreakpoint on all functionswhose name
matches the regular expression given in ()

« Examples

o Tobreak at functionsthat startswith Xm
e St ()torXm

 Tobreak on every member of class Date
o Set () to~Date::

» Tobreak on every function whose name contains _fun
e Set()to fun

 Tobreak on every function that endsin _test
o Set ()to test$




Disabling Breakpoints

Method 1

* Pressmouse button 3 on the breakpoint symbol and
select Disable Breakpoint from the breakpoint popup
menu. To enableit again, select Enable Breakpoint

Method 2
« Select breakpoint
« Click on Disable or Enablein the Breakpoint editor
* |nvoked through Source--->Edit Breakpoints

The Disable Breakpoint item is also accessible via the Clear
at () button

* Pressand hold mouse button 1 on the button to get a
popup menu




Temporary Breakpoints

 Atemporary breakpoint isimmediately deleted as soon asit
isreached

e Setting temporary breakpoints
e Method 1
* Press mouse button 3 on theleft of the sourceline
and select Set Tempor ary Breakpoint item from the
popup menu
e Method 2

 Doubleclick to theleft of the sourceline while
holding Ctrl

 TheContinue Until Hereitem from the popup menu setsa
temporary breakpoint on theleft of the sourcelineand
immediately continues execution. Execution stopswhen the
temporary breakpoint isreached.

e The Set Temporary Breakpoint and Continue Until Here
items are also accessible viathe Break at () button




Deleting Breakpoints

Method 1
« Click with mouse button 1 on the breakpoint

 Thebreakpoint location is copied to the argument field
e Click ontheClear at () button

Method 2
o Click with mouse button 1 on the function name.
« Thefunction nameis copied to the argument field.

 Click ontheClear at () button

Method 3
* Press mouse button 3 on the breakpoint
« Select Delete Break point from the popup menu

Method 4
« Select the breakpoint
» Click on the Deletein the Breakpoint editor
* |nvoked through Source--->Edit Breakpoints

Method 5
» Double-click on the breakpoint while holding Ctrl



Editing Breakpoint Properties

e Pressmouse button 3 on the breakpoint symbol
» Select propertiesfrom the breakpoint popup menu

* Alternatively double click on the breakpoint




Some | mportant Breakpoint
Properties

« Breakpoint Conditions

Set in thefidd Condition of the Breakpoint Properties
panel

Breakpoint executesif stated condition istrue

« Breakpoint Ignore Counts

Set the field Ignore Count in the Breakpoint Properties
panel

Give an value N then next N crossings of the breakpoint
will beignored

Each pass decrementstheignore count
ignore count = 0 causes the program to stop

e Breakpoint Commands

Available only under gdb

Uses Commands buttons of the Breakpoint Properties
panel

One may specify a sequence of commandsto be
executed when the breakpoint is hit




Recording a Command Sequence

Click on Record
I nter act with ddd (commands ar e recor ded not executed)

To stop recording, click on End or enter end at the GDB
prompt

Recording may be canceled by clicking on Interrupt or Esc

Edit >> editsthe recorded commands

Edit<< cancelsthe editing process



Watchpoints

These cause the program to stop as soon as some variable
changes, or when some variableisread or written

Execution can be two ordersof magnitude slower on those
ar chitectureswithout special watchpoint support

Virtually all of the options previoudy discussed for
breakpoints are available for watchpoints



Running the Program

e Sdlect Proagram-->Run

« Select from list of previously supplied arguments or
typein your own arguments

e PressRun

« Toreexecute program again with the same argumentstype
 Program-->Run Again

e Program-->Run in Execution Window

« By default input and output of your program go to the
debugger console

 Theabove command causestheinput output to goto an
execution window




Attaching to a Running Process

We can actually begin debugging by attaching to a running
process

To attach the process
» File-->Attach to Process
« Attach

« Onetypically wantsto use Open Program to specify
the program running in the process and load its
symbol table

To detach the process
« File-->Detach Process




Resuming Execution

Click the Continue button
* Resumes execution where the program last stopped

Click the Step button
 Execution continues until wereach a new sourceline
e Can lead to a step into a new function

Click the Next button
e Continuetothenext linein the current function

« Similar to step but any function calls appearing
within theline of code are executed without

stopping

Click on the Until Button

« Continueuntil agreater linein thecurrent functionis
reached

« Useful to avoid single stepping through a loop more
than once

Click on the Einish button
« Continuesrunning until the current function returns



Examining the Stack

Thisallows oneto deter mine wher e a program stopped and
how it got there.

e Sdect Status-->Backtrace

« Up button selectsthe function that called the current
one

Down button selects the function that was called by the
current one



Examining Data

ValueHints

« Badgcally likeatool tip except the valuesdisplayed are
the data values

 Good for ssimple data types

Printing Values
» Allowsfor reuse of printed values
 Good for larger data structures

Displaying Values
» Allowsthedisplay of complex data structures

* Theseremain permanent until dismissal and they are
undated

e Good for large dynamic structures

Plotting Values
» Displaysarraysof data values graphically

Memory Dumps
« Availableusing gdb only
e Allowsonetodump memory content in several for mats



Printing Simple Valuesin the
Debugger Console

Print choice I
Display choice
Print *choice

Display *choice

What is choice

Lookup choice

Break at choice

Clear at choice

e Method 1
» Click mouse button 1 on its name
 Variable nameiscopiesto the argument field
e Click the Print() button

e Method 2

*  Press mouse button 3 on the variable name and select
Print




Displaying Complex Valuesin the
Data Window

e Method 1
» Click mouse button 1 on the name of the variable
 Variablenameiscopied to the argument field
» Click on the Display() button



Showing and Hiding Values

Aggregate values sich as gructures, records, arraysand
classes can be show hidden (as{...}) or expanded

Showing Detail s

» Seled theaggregate by clicking mouse button 1 on its
name or value and click on the Show() button

Hiding Details

» Seled theaggregate by clicking mouse button 1 on its
name or value and then click on the Hide() button




Rotating Arrays

Arrays can be displayed with vertical or horizontal
alignment

We may change the alignment
Method 1

o Sdlect thearray
 Click on the Rotate button

Method 2
* Pressmouse button 3 on thearray
» Select the Rotate menu item

Display ()
New Display .-
Hide All

Rotate

3et Value...

Undisplay




Der efer encing Pointers

Display ()
New Display .-
Hide All

Rotate

3et Value...

Undisplay

Note that this menu provides uswith the capability to
der efer ence a pointer

Method 1
o Select the pointer
e Click on the Display* () button

Method 2
* Pressmouse button 3 on the original pointer
« Select the Display * menu item




Displaying Multiple Array Values
and
Altering Variable Values

e ddd provides uswith a natural mechanism to display
multiple array values

e graph display argv[0..9]

« We may change a variable value within ddd
o Usethe Set() or the Set Value menu item in the data
popup menu
* Oneclickson the Ok or Apply button to commit your
change

Display “{)
New Display .-
Hide All

Rotate

3et Value...

Undisplay




Plotting Arrays

e ddd providesthe capability to plot 1-d and 2-d arrays

« l-darrays
 Theseareplotted asarray valuesvs. the data index.
« Stepsin Plotting
« Select it by clicking mouse button 1 on an
occurrence

« Array nameiscopied to the argument field
» Click the Plot button

« 2-darrays
« Theseareplotted asarray valuesvs. the double data
index

« Stepsin Plotting
« Select it by clicking mouse button 1 on an
occurrence

« Array nameiscopied to the argument field
» Click the Plot button




Examining Memory

Choose Data--->Examine M emory

Thislaunches a pop-up window that allows oneto display a
plethora of different parameters

Please see the ddd manual to fully explor e these



Some Other ddd Features

Thread Examination
Program Exeaution “ Undoing’

Signal Handling



