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APPLICATIONS OF STATISTICAL VISUALIZATION

TO COMPUTER SECURITY

Dr. Jeffrey L. Solka, Dr. David J. Marchette, and Ms. Michelle L. Adams

This article examines the application of statistical visualization to computer security. Nu-
merous examples are provided that illustrate the use of standard statistical visualization
tools for the analysis of computer network data. It is the intent of this article to suggest
ideas that might prove fruitful upon additional investigation.

INTRODUCTION

The statistics community has a rich history relating to the analysis of a disparate group of data
types. Unfortunately, the community has often proceeded with this analysis well after the in-
ception of the discipline area. Our intent has been to circumvent this trend in order to ascer-
tain the benefit of statistical analysis—in particular statistical visualization—in the newly de-
veloping area of computer security.

Computer security and intrusion detection has existed for a number of years as a discipline.
One could say, however, that the recent propagation of personal computers throughout
homes, businesses, and governmental agencies has lead to a real boom for this industry. In
fact, recent world events has led to an even greater focus on the safety of the informational in-
frastructure of the United States.

The analysis of the data sets that are associated with this domain area are particularly vexing.
The data itself is often text oriented and, hence, it must be painstakingly parsed prior to any
sort of statistical analysis. There are additional issues such as dimensionality and cardinality
that also complicate the analysis of said data. The statistical visualization analyst is faced with
the difficult task of attempting to provide “data insights” to the intrusion detection analyst
that are not available from a cursory analysis of the data set.

The Netcentric Warfare (NCW) Department of Defense Report to Congress stated, “NCW
is no less than the embodiment of an Information Age transformation of the DoD.” In fact,
George W. Bush, our Commander in Chief, stated, “We must build forces that draw upon
the revolutionary advances in the technology of war…one that relies more heavily on
stealth, precision weaponry, and information technologies.” The report identified the “lack
of secure, robust connectivity and interoperability,” as one of the impediments to progress
in the NCW arena.
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It is likely that the attainment of this secure environ-
ment will involve human interaction with the
myriad of information that is provided as part of
the network defense, network information, NCW
process. The visualization techniques discussed
within represent a first step towards providing the
human “in the loop” with a better way to visualize/
understand these complex information sources.

BACKGROUND

Our initial work has focused on the application of
preexisting statistical visualization methods to the
analysis of network and intrusion data. The tech-
niques discussed within include data matrix visual-
ization, hierarchical clustering, parallel coordinates,
and scatter plots. Much of this work first appeared
in the conference papers, References 1 and 2. The
reader is referred to Reference 3 for an in-depth
treatment of the application of many of these visu-
alization methods to computer intrusion detection
and network data.

The first tool to be discussed is data matrix visual-
ization. This tool, like much of the data visualization
methodologies of recent years, first appeared in Ref-
erence 4, although more recent treatments and ex-
tensions of this idea can be found in Reference 5.
The data image is based on encoding each of the in-
dividual dimensions associated with an observation
in a higher dimension space as a pixel in an image.
So each datum/variable combination is encoded as a
pixel. In this manner, one can convert a moderately
large set of observations in a fairly high dimensional
space into an visual image that can be assessed for
relevant patterns. We have used data matrix visual-
ization to examine traffic to a given site at the site/
machine level.1

The second statistical methodology that we have ap-
plied to the computer security problem is cluster
analysis. Cluster analysis in general is the quest to
group similar objects together. In order to perform
cluster analysis, one first has to obtain some sort of
encoding for the object. These encodings are usually
referred to as features in the statistical clustering or
pattern-recognition arena. Once the objects are en-
coded, then one must decide how to measure the

similarity of the objects. Finally, one must decide
how to ascertain the cluster structure that is inher-
ent in the set of features that encode the object. The
reader is referred to Reference 6 for a highly read-
able treatment of the subject area.

There are numerous ways to cluster objects. We have
typically used a method know as agglomerative hi-
erarchical clustering in our analysis. In this method,
one begins with each object in a separate cluster and
then, at each stage in the procedure, attempts to
group together the two clusters that are most simi-
lar. This, of course, requires the ability to be able to
measure similarities between clusters, and the
choice of this measure can have a marked effect on
the cluster structure that is ultimately discovered.
We have used cluster analysis to group machines
based on their internet traffic.7, 1 We have also used
cluster analysis to group a particular machine’s ac-
tivities on a daily basis.2

One is also faced with the difficulty of graphing the
data associated with Internet traffic. The dimen-
sionality of the extracted data is typically larger than
three. This high dimensionality necessitates the use
of nonstandard coordinate systems for displaying
the data. Here again, we have turned to the statisti-
cal visualization community and employed a
method that has been well known to them since
1990. This technique, deemed parallel coordinates,
relies on placing the coordinate axes parallel—
rather than perpendicular—to one another. In this
manner, one can successfully plot high-dimensional
data. Parallel coordinates like data matrix visualiza-
tion was first explored in Bertin.4 The introduction
of parallel coordinates to the statistical community
occurred in the 1990 paper by Wegman.5 We have
used parallel coordinates to perform a preliminary
analysis of some of the network scanning tools and
to draw some pictures of normal network traffic.1

RESULTS

Before proceeding on to the discussions of some
specific results, it would probably be helpful to pro-
vide a modicum of background material on com-
puter network traffic. See Reference 8 for a thor-
ough treatment of the intricacies of internet
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communication. Computers on the internet ex-
change packets of information. The exact content of
the packet headers and associated packet bodies de-
pends on the methodology, or protocol, associated
with this particular type of communication. For the
sake of our discussions, we will focus on the trans-
mission control protocol (TCP)/ internet protocol
(IP), or TCP/IP, method of communicating between
the systems. Some of the familiar various internet
services, such as email and file transfer protocol
(FTP), use the TCP/IP protocol. Daemon UNIX
programs run on a client system, waiting to facilitate
communication between machines using the vari-
ous protocols. The establishment of a TCP session
between a client machine and a server machine in-
volves the exchange of several packets with certain
flags set in the packet header section of the informa-
tion. Please see Figure 1, which illustrates a success-
ful three-way handshake between two machines.

with a destination port set to 23 and a syn (synchro-
nous) flag set. By tradition, port 23 is the port that is
usually associated with the telnet service on a ma-
chine. The packet from the client is allowed to ini-
tiate from any number of open high-numbered
ports and, in this case, port number 33261 was cho-
sen. The server responds with a syn ack (acknowl-
edgment) from port 23. The client then responds
with a packet with the ack flag set acknowledging
completion of the handshake. The session then pro-
ceeds until, finally, both the client and server send a
packet with the fin (finish) flag set.

Machine/Port Visualization

In our first application session, we will investigate
the application of data matrix visualization to
TCP traffic visualization. Figure 2 contains a data

matrix plot of a month’s worth of TCP
traffic on a site with around 38,000 ma-
chines. Each machine corresponds to a
pixel in the image. Since all the machines
on this network share the first two octets
of the IP address, we represent each ma-
chine as a pair (octet3, octet4). A dot is
plotted if there is any syn/ack traffic asso-
ciated with this third octet (x-axis)/fourth
octet (y-axis) combination during the
time period in question. We have taken
the precaution of subjecting each of the
third and fourth octet values to a transfor-
mation so that an astute examination of

the figure could not reveal important details about
the underlying network of machines. We have
chosen to plot only those machines with 10 or
more syn/ack packets during the time period. This
allows us to reduce the amount of clutter associ-
ated with the plot.

A close examination of this figure indicates a “cable”
that runs through the figure. This cable corre-
sponds to one particular subnet, where nearly all of
the octet4 values are occupied and had at least 10
syn/acks during the time period. An interactive sys-
tem would include the capability to click on a par-
ticular dot in order to obtain more information
about that dot, such as the previous traffic records
associated with the machine.

Figure 1—Cartoon of a Typical Three-Way Handshake

Each packet that travels between the two machines
has a particular source port, destination port, source
IP address, and destination IP address associated
with it. This information is located in the header of
the TCP packets. TCP uses port numbers to distin-
guish between (demultiplex) different logical chan-
nels on the same network interface on the same
computer. The IP address of a machine is a set of
four octets separated by dots, A.B.C.D. Each of the
four numbers is constrained to be between 0 and
255, inclusive. They provide an address that is used
by the TCP/IP protocol in its packet routing process.

With these preliminary discussions in hand, con-
sider Figure 1. The client machine instigates a telnet
session by sending a packet from his port 33621,
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Before leaving this section, it would be helpful
to provide a little more guidance as to how the
graphical tools illustrated in Figures 2 and 3
could be generally useful. First we note that
the method illustrated in Figure 2 could pro-
vide a human operator with a general indica-
tion of the amount of traffic at his site. Simi-
larly, the technique illustrated in Figure 3
could be used as an indicator of the types of
applications that are active on the network.
These types of tools could serve as “dash-
board”-type components, with an associated
drill-down capability offered.

Activity Vector Analysis

In this section, we will describe an application
of statistical cluster analysis to site vulnerability
analysis. At many sites such as NSWCDD, each
machine is accredited to run certain services on
the machine. In reality, however, individuals of-
ten intentionally or unintentionally change the
services that are running on machines at a
particular site.

The next sequence of figures is similar to the
previous two, with the exception that they rep-
resent snapshots based on ports rather than IPs.
This figure is obtained by assigning each row
in the image to a sequence of ports. For ex-
ample, the first row starting at the bottom of
the image corresponds to ports 0–255, the sec-
ond row ports 256–511. Proceeding upward in
the image, one obtains the full set of 65,536
ports. Figure 3 corresponds to a data matrix
image for those ports that received a syn/ack
packet during the same time period as the pre-
vious two figures. One can see a concentration
of dots associated with the privileged services,
such as telnet and FTP, that run on ports lower
than 1024. This is followed by a rather sparse
region and a more highly cluttered band. With-
out an “on-the-fly” drill-down capability, it is
hard to analyze the nature of the structure in
these cluttered areas. Services such as FTP will
often utilize a sequence of these higher order
port numbers for data transmissions. As indi-
cated in our previous three-way handshake car-
toon, a session can be initiated from any of a
number of higher order ports.

Figure 2—Pixel Image of the Syn/Ack Activity of 38,000
Machines During a 1-Month Period.  Only
machines with 10 or more connections
during the month have been plotted.

Figure 3—Pixel Image of the Port Activities of the Data Set of
Figure 2
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To first order, the services that are running on a given
machine are characterized by the ports responding
with syn/ack packets on the machine. So one could
use the number of syn ack packets to each port on a
machine as a “feature” that characterizes the activity
of the machine. The number of packets at each port
within a period of time, or equivalently the probabil-
ity of accessing each port, could be used to perform a
hierarchical cluster analysis, as described above, on
the machines at a particular site. One would, of
course, need some method to measure the distance
between feature vectors, and we have chosen to use
standard Euclidean distance for this purpose.

The experiment to be discussed consists of an analy-
sis of TCP data assembled on 993 machines. This is
old data consisting of roughly 1.7 million packets to
668 different ports. Figure 4 displays the dendro-
gram obtained via the application of a standard
agglomerative clustering procedure, with complete
linkage clustering to a subset of the data. The com-
plete linkage clustering method measures the dis-
tance between two clusters as the farthest distance
between them. We have labeled the terminal leaves
in the dendrogram with the service that features
prominently in this particular machine/cluster. For
example, one can see that the first cluster of ma-
chines is primarily engaged in FTP traffic, and that
the last cluster of machines is engaged in email traf-
fic. The reason for multiple clusters of email is the
difference in the amount of traffic and the other ser-
vices running on the machines.

Once one obtains candidate clusters, one is faced
with the task of trying to decide why the particular
machines ended up in the cluster together. Hence,
one needs some way to examine the activity vectors
for the machines in a given cluster. In Figure 5, we
present a dotplot of the network activity vectors
associated with cluster 33. The x-axis presents the
log base 2 of the count vectors, and the y access
represents the given port. So the activity vector for
the machine encoded with the triangle symbol
(with its point up) has very high traffic on port 21,
with virtually no traffic to any of the other ports
that were active in this cluster. The dotplot can be
used to study the traffic resident in a particular
cluster, assuming that there are a small number of
machines in the cluster.

Now that we have provided a general description of
clustering activity vectors, a few words about the ap-
plication of this approach are in order. As discussed
earlier, each of the machines at our site is subjected
to an accreditation process. One must indicate dur-
ing this process the types of services, ports that are
open, on the machine. For example, if one were
planning to configure the machine as a web server,
then this type of information would need to be in-
dicated as part of the accreditation process. Our
clustering approach should be able to group to-
gether those machines that are associated with par-
ticular types of services. Another application of this
method would be to identify machines that have en-
countered a large change in activity level or else a

Figure 4—Dendrogram of Port Activity Vectors for a
Subset of the 993 Machine, 668 Port Syn
Ack Traffic
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change in the services associated with the
machine. This type of change could be re-
vealed by periodically reassessing the clus-
ter structure associated with the network.
Another application would be the identifi-
cation of abnormal or outlier machines. A
final application would be the identification
of groups (clusters) of machines that may
have been compromised by similar exploits.
This would be revealed by the same unique
port or group of ports being active on the
machines in the group. This type of detec-
tion process would be defeated by those
Trojans that attempt to communicate on
well-known ports, although their presence
might be detectable based on changes in ac-
tivity level on the well-known port, as
discussed above.

General Traffic Visualization

TCP and Telnet

In this section we will discuss the applica-
tion of parallel coordinates to the display

of network traffic. We recall that a TCP packet be-
tween two machines is characterized by time, source
IP address, source port number, destination IP ad-
dress, and destination port number. The use of par-
allel coordinates is relevant, in that each packet can
be conceptualized as a point in a five-dimensional
space. Visualization of time blocks of “normal” traf-
fic is one of the simplest things that one could do
with parallel coordinates. In Figure 6, we present
such a plot for 1-hour’s worth of TCP data. One
packet is plotted as a sequence of lines that travel
from the time axes to the destination port axis. The
lines have been colored by source IP address. One is
immediately struck by the overplotting problem
that exists with such a plot. Parallel coordinates suf-
fer from this problem, which is not necessarily sur-
prising, in that a point in Cartesian coordinates gets
mapped to a line in parallel coordinates. This map-
ping certainly increases the amount of ink that is as-
sociated with the plot.

One can cull the information contained in this plot
by limiting the packets to a particular type of

Figure 5—This is a dotplot of the activity vectors for one
of the clusters obtained from a hierarchical
cluster analysis of the port activity data.

Figure 6—A Parallel Coordinates Plot Associated With1-Hour’s Worth
of TCP Traffic (It has been colored by source IP address.)
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operating system of the scanned machine. We
present in Figure 8 a parallel-coordinates plot of a
port scan of two machines. The scan was conducted
from one particular machine against two other ma-
chines. We have colored the packets based on the
destination IP so that each of the scans can be easily
discerned. It is interesting to note that this particu-
lar scanner does not just scan each and every port
on each of the two machines. In fact, the scanner
relegates its scan to look only for particular ports
that offer certain services. This pattern can be used
to identify the specific software performing the scan.

service. In Figure 7, we have limited the packets
plotted to those associated with telnet accesses to a
group of machines that occurred during a 1-hour
time period. All of the lines have the same destina-
tion port coordinate of 23, since all of these pack-
ets are associated with telnet traffic. In this case, it
is possible to ascertain which machines (destina-
tion IPs) seem to have the most traffic associated
with them and which machines (source IPs) seem
to be instigating the largest number of sessions. It
is, however, difficult (if not impossible) to tell
whether a particular set of lines is associated with
one machine’s session that has temporal persis-
tence or a number of shorter sessions by the same
machine. These plots illustrate some of the inher-
ent drawbacks of parallel coordinates.

Machine and Port Scans

In this parallel coordinates example, we illustrate
the application of parallel coordinates to the visual-
ization of port-scan traffic. A port scanner is a
method employed to gain information about the
services and types of machines that are running on
a network. Sophisticated scanners possess the capa-
bility to spoof the IP address that is associated with
a particular packet and to use the information ob-
tained during the scanning process to ascertain the

Figure 8—A Parallel Coordinates Plot of a Port Scan of
Two Machines

Figure 7—A Parallel Coordinates Plot of 1-Hour’s Worth
of Telnet Traffic

Sessions

In this section, we focus our attention on the visual-
ization of session information. Our first data set
consists of the number of sessions for each of the
machines at our site during a 1-month period. As
discussed above, we may identify each of the ma-
chines by its (octet3,octet4) pair. In Figure 9, we
present a plot of the number of sessions for each of
the machines at our site. We have plotted a line
whose length is given by the log

10
 (number of ses-

sions) at each (octet3,octet4). The line originates at
the (octet3, octet4,0) and terminates at (octet3, oc-
tet4, log

10
 (number of sessions)). The lines for the

most active six sites have been colored according to
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the scheme red, blue, green, cyan, magenta, and yel-
low. These lines have also been topped with an as-
terisk (]) rather than a period.

A site administrator is often interested in the most
active machines at his/her site. The plot illustrated
in Figure 9 provides a convenient presentation of

pattern may be evidence of suspicious activity, and
should be investigated.

Next, we consider a single day in August 1999 and
consider the completed incoming sessions. Intu-
itively, it seems obvious that there is a direct rela-
tionship between the number of packets in a session

and the amount of data transferred,
and we explore this with a simple plot
in Figure 11. Note that, contrary to
what one might have guessed, there is
not a single linear relationship be-
tween the number of packets and the
data but, rather, there are at least two
such relationships! This relationship
does not appear to depend on the ap-
plication (indicated by the destination
port and depicted by plotting sym-
bol), nor is it related to the time of
day of the connection.

In order to further investigate this re-
lationship, we zoom in to the figure,
which is depicted in Figure 12. As can
be seen, there is, in fact, somewhat of
a relationship between application
and the slope of the line; furthermore,

Figure 9—Log
10

 (Number of Sessions) as a Function of Octet 3 and 4 for
the Machines at Our Site During a 1-Month Period of 1999

Figure 10—Services as a Function of IP Address for
Machines at Our Site That Had at Least
One Session During a 1-Month
Period of 1999

this information in terms of sessions. Alternatively,
one could make the plot contingent on the number
of incoming or outgoing packets. In any of these
cases, an administrator needs to ascertain why the
machines at his site show up in the top six in terms
of activity level. Some of these machines may be the
usual web or mail serve at the site, but the presence
of other machines may indicate nefarious activity.

In the next plot (Figure 10), we examine the rela-
tionship between services offered and IP address for
the same data presented in Figure 9. Each horizontal
line in the plot represents the services that are being
offered at that particular IP address. We notice that
most of the machines are only running one service.
We also notice that the plot does not indicate any
machines that were involved in traffic on unusual
ports during this time period. This does not neces-
sarily indicate an absence of Trojan activity, in that
Trojans may utilize known ports as transmission
mechanisms. However, it is an indication of healthy
activity on the network. Deviations from this
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there are more than two lines. This kind of analysis
can help to characterize normal sessions for the dif-
ferent applications. Note that one application can
have different lines in this plot, indicating that there
are different “modes” of normal activity. This leads
to better models of “normal” activity.

Another view of network data is presented in Fig-
ure 13. Here we have plotted source port against
time for one week of data. The interesting thing
about this plot is that while we have not indicated
the source IP address, it is easy to detect individual
machines by the curves in the plot. For each con-
nection, a machine selects a new (sequential)
source port, and so a curve in the source ports indi-
cates (with a high probability) that all the sessions
are from the same machine. This indicates ma-
chines that have a relatively long-term relationship
with our machines, such as extensive FTP or web
surfing, rather than a few single sessions that may
be indicative of low-level probes. Since these are
completed sessions, these lines don not indicate
scans, which typically consist of a large number of
uncompleted sessions.

This alone might not be that interesting, but con-
sider Figure 14. Here, we are considering a subset of
sessions consisting of sessions of very few packets.
The color/symbol combination is unique for each
source IP. We see that the linear patterns do, in fact,
correspond to single IPs. However, there is another
interesting feature discernible in this graph. Note
that the curves stay within very well-defined bands,
and there are a number of distinct bands. These cor-
respond to choices that the operating system makes,
and therefore can be used to provide a level of pas-
sive operating-system fingerprinting.

Graphics can also be used to understand the behav-
ior of malicious code. A Trojan program, SubSeven,
has the interesting property that it scans for copies
of itself, for the purposes of applying an upgrade.
Machines scanning for the SubSeven Trojan have
been detected at a site, and it was of interest to de-
termine whether the same machines were scanning
over and over, or whether the Trojan is smart
enough to give up once it has failed to detect copies
of itself. A view of the scans is depicted in Figure 15.
The axes correspond to time and source IP address,
with the IP addresses sorted so that IPs with similar
behavior are together. As can be seen in this plot, the
typical behavior is to scan for a short time period,
then stop, although there are several IPs that scan
throughout nearly the entire time range. This raises
the question of whether the IPs that stopped did so
because the Trojan was detected. This is probably

Figure 12—(Figure 11 zoomed in) This plot represents
8510 connections. The plotting symbol in-
dicates the destination port (application)
of the session.

Figure 11—Number of Packets Plotted Against Amount
of Data for Incoming Completed Connec-
tions. The destination port is indicated by
the plotting symbol. This plot represents
8516 connections.
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Figure 13—Source Port Plotted Against Time for 1 Week.  Vertical lines
correspond to days.

Figure 14—Source port plotted against time for sessions consisting of very
few packets. The x-axis corresponds to time (seconds since
Jan 1970), while the y-axis corresponds to source port. Distinct
color/symbol combinations indicate distinct source IP addresses.
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Figure 15—SubSeven scans, indicating that very few IP
addresses ever repeat their scans. These
data represent over 6 months and 2 million
scans. The x-axis corresponds to time and
the y-axis to IP address.

not the case due to the uniformity of incoming
times for these IPs.

Another application of parallel coordinates is shown
in Figures 16 and 17. One day’s worth of incoming
completed sessions (excepting email, port 25) is de-
picted in Figure 16. Each axis has been scaled in this
plot to values between 0 and 1. The axes plotted are
time, source IP, destination IP, source port, destina-
tion port, number of packets in the session, number
of data packets in the session, and total number of
data bytes transferred. One can see a measure of
correlation between the number of packets, the
number of data packets, and the number of data
bytes. The heavy-tailed behavior of these attributes
is also apparent.

Figure 17 shows the subset of the data correspond-
ing to those sessions with destination port > 1024,
which are not part of an FTP data transfer. As can be
seen in this plot, each source IP goes to a distinct
destination IP and a distinct port (application) at
that destination. So these sessions correspond to
very specific activities between pairs of computers.
These services correspond to Lotus Notes, Prospero
Data, and an unassigned port. This latter probably
indicates an application that has been configured to
run on an unused port.

Note the activity of the second source IP from the
top. This computer initiated sessions throughout
the day but only used a very tight band of source
ports. This is an indication that either this machine
is not interacting with many other machines during
the day, or that its operating system restricts its
source-port range to this region. A similar observa-
tion can be made about the low-value source ports,
connecting to the lowest value destination port. This
can provide information about the operating system
of the source computer which, in turn, may be used
to detect spoofing or hijacking.

SUMMARY AND CONCLUSIONS

We have explored the application of statistical visu-
alization methodologies to the problem of the visu-
alization of computer network traffic. Some of our
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examples have focused on the visualization of data
that is directly relevant to the computer security
mission. We have discussed the application of data
matrix visualization, hierarchical cluster analysis,
dotplots, and parallel coordinate plots.

Visualization methods can help a human analyst to
understand normal behavior. It can be used to de-
tect anomalies in seemingly normal traffic. It can be
used to reveal subtle patterns that may be resident in
the data. These patterns can, in fact, be used to help
improve models that we might build for the data.

Much work remains to be done in this area. Ulti-
mately we are seeking to develop techniques that
will aid the human operator in his analysis of this
data. We would like to be able to provide the human
operator with the capability to discern patterns
within the data that are not readily available from a
cursory screening of the data. This will be the focus
of many of our future investigations.
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